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SERVICES PROVIDED 
Windows based and UNIX computers are available for use by students, faculty, and staff of NPS.  
This privilege does not extend to “guests” of authorized users, such as, spouses, children, friends, 
etc.  Your computer account(s) is (are) exclusively for your own use. 
   
Your computer account gives you a home directory for server storage of your files, access to 
software programs you will need, network access to the Internet and to the local NPS Intranet, and 
E-mail privileges using Microsoft Outlook. 
   
Online E-mail assistance and information is provided at the following URL: 
  
        http://intranet.nps.navy.mil/ITACS/email.htm 
  
 
TECHNOLOGY ASSISTANCE CENTER (TAC) (A.K.A. HELP DESK) 
All requests for IT-related service – whether for problem resolution, new computer equipment, 
application or web services, network questions, firewall requests, telephone or project-related needs 
– begin with the Technology Assistance Center (TAC). 
 
The TAC (currently staffed Monday through Friday, 0800-1530) supports the day-to-day operations 
of NPS by providing a centralized method for reporting problems and requesting assistance.  A 
request for service can be initiated in one of three ways: 
 
You may report any IT problems you may encounter one of three ways: 
• Telephone 656-1046  
• Fill out a Computer Service Request Form via the web (Instructions for filling out the form), 
or  




You are responsible for all activity on your account.  Remember to log off the computer when you 
are finished working with it.  When you are provided with your computing account, you agree to 
abide by the NPS Appropriate Use Policy (NAVPGSCOLINST 5230.4C), and the PC Lab User 
Agreement.  These documents are included in this Guide. 
 
Computer use at NPS is intended to be “For Official Use Only”.  That is, official, academic, and 
research use only.  Incidental personal use is permitted for E-mail and Web browsing.  NPS 
computers and/or networks may not be used for commercial or proprietary work.  Specific 
restrictions limit your use of bulk E-mail (a message to 25 or more addressees).  Refer to the 
appropriate Use Policy for further guidance on this topic. 
 
Software on NPS computers is copyrighted and may NOT be copied or redistributed for use on any 
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personnel.  Software may NOT be installed on NPS computers without the explicit consent of the 
System Administrator in charge of the computer (Lab Manager or IT support personnel). 
   
Server disk space is a shared resource.  You must manage your E-mailbox and home directory so 
that old files are archived or deleted, and server disk space is used efficiently.  If an IT support 
person contacts you about archiving or deleting excess files on servers, please take immediate action. 
   
You must unsubscribe from all mailing lists and/or discussion lists before you leave NPS.  You must 
check out with the Student Services Center, located in the Basement of Herrmann Hall, during the 
week before you plan to leave NPS.  This applies to ALL NPS employees. Students are provided a 
Check-List to follow upon graduation. This checklist is useful for all employees leaving NPS. 
   
You must uphold your User Responsibilities.  Failure to do so will be reported, and your computer 




Windows NT/2000/XP logon is initiated by simultaneously pressing the Ctrl-Alt-Del keys on any 
NT/2000/XP computer. 
 
You will be prompted for your User Name (sometimes referred to as your account name, or User 
ID), which is based on your first initial, middle initial, and the first six characters of your last name), 
and for your password. 
 
Passwords are case sensitive.  Make sure you type your password in carefully, and correctly. 
 
To change your password, follow the instructions provided in this Guide.  These instructions are 
also available via the Intranet at http://intranet.nps.navy.mil/Code05/New05/pwldr.htm. 
 
 
COMPUTER SECURITY – OVERVIEW 
NPS computer users are the front line of defense for custody, control, and confidentiality of all 
systems they use.  The use of safe passwords, up-to-date anti-virus software, familiarization with 
appropriate use guidelines and lab rules, and the development and practice of sound user 
procedures, are all essential in protecting NPS IT systems from breach by non-authorized users.  
Internet connection enhances education at NPS, but exposes the user and NPS to greater security 
risks.  Password cracking is the primary method used to penetrate systems connected to the Internet.  
Weak passwords, unsound practices, and carelessness, all cause security failures that defeat ADP 
Security protection programs. 
   
Passwords suitable for stand alone office or home computers are usually not suitable for machines 
connected to the Internet.  Passwords sent through the Internet SHOULD BE CHANGED VERY 
FREQUENTLY.  Non-encryption processes are used on some IT systems at NPS, for remote login 
access and Internet traffic.  From source to destination, passwords are subject to multiple intercepts 
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and thus need to be changed only periodically.  If the same password is used for remote Internet 
access though, (normally the case) the password should be changed more frequently. 
   




NPS PC LAB USER AGREEMENT 
The Naval Postgraduate School maintains Windows based Academic Computing Facilities (NACF) 
Labs, in order to provide computing services to faculty, students and staff. You must have an NPGS 
domain account to use the PC computing facilities. Users will not give out passwords to their 
personal NPGS accounts. If you suspect that your password has been compromised, ask a Lab Staff 
member for assistance in changing your password, or come to the Help Desk in Ingersoll, Room 
151. 
 
Windows based computing laboratories which have been standardized on the NPGS 
domain are located in SP-105, SP-243, SP-263, SP-431, HA-201D, RO-204, RO-204a, RO-228, 
ING-151, and GL-128.  
 
Other laboratories exist throughout the campus, using a variety of computing platforms. Some of 
these "other" labs are designated exclusively for the use of students from particular classes.  
Professors will let students know if they have access to labs not mentioned in this agreement. 
 
The use of the NACF Labs is restricted to those who have read and agreed to this NPS PC Lab 
User Agreement. The NACF Labs are not available for use by "guests" of authorized users, such as 
spouses, children, friends, fellow students, etc. 
 
The NACF Labs are open during the normal work day, Monday through Friday, 0800 - 1630. After 
hours access is available via cipher lock combination. Combinations are issued to authorized users 
by the local Lab staff. Users should not distribute combinations. Do not allow Lab access to anyone 
who requests entry, and does not already have the combination. 
 
A sign-in log is used for after hours access. When you use the Lab after normal working hours, you 
must sign in and out of the Lab on the access log.  The doors to the NACF Labs must remain 
closed and locked after normal working hours have ended.  
 
All software installed on NACF computers is copyrighted and may not be copied or redistributed 
for use on other on-campus or off-campus computers. Access to the NACF may be denied to 
anyone guilty of copyright violation.  No applications, including freeware, shareware, plugins, 
etc., shall be installed on NACF computers without the expressed consent of the NACF 
staff. 
 
All users are required to abide by the NPS Appropriate Use Policy (NAVPGSCOLINST 5230.4C), which 
can be found at 
http://intranet.nps.navy.mil/code00/Instructions/pdf_files/NPSINST%205230.4C.pdf. Copies of 
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All computers at the Naval Postgraduate School are Department of Defense (DoD) computer 
systems. These computer systems, including all related equipment, network, and network devices 
(specifically including Internet access), are provided only for authorized U.S. Government use. The 
use of DoD computer systems at NPS, authorized or unauthorized, constitutes consent to the 
monitoring of these systems. 
 
Violations of any part of this agreement will be report to the appropriate authority. 
 
 
LAB MANAGERS AND LAB POINTS OF CONTACT 





Exchange is the name of the Microsoft mail server software in use at NPS.  Outlook is the 
Microsoft mail client software (GUI).    
 
Outlook is an integrated product supporting E-mail, calendars, contacts, and task management.    
 
Outlook Express is not the same product, and should not be used for your primary E-mail activities.    
 
NPGS account holders will use Outlook to read their E-mail at NPS. 
 
Your E-mail address consists of your User name (first initial, middle initial and the first 6 letters of 
your last name) and the NPS Hostname (nps.navy.mil).  For example:  E-Mail for John G. Newuser 
would be addressed to jgnewuse@nps.navy.mil. 
 
Your personal archive file (archive.pst) and your personal address book file (mailbox.pab) are stored 
in your home directory, in the path H:\exchange.  Do no move these files.  These files are backed 
up daily on NPS servers. 
 
More helpful information regarding Outlook E-mail may be found at 
http://intranet.nps.navy.mil/ITACS/email.htm 
 
You can access your Exchange E-Mail from any Internet-connected computer, anywhere in the 
world.  Direct your Internet browser to: https://itwarrior.nps.navy.mil/exchange. 
 
 
FORWARDING EXCHANGE MAIL TO ANOTHER INTERNET ADDRESS 
As of 22 October 2001, in order to provide a secure and contained environment for Official Use 
Only e-mail, and to prevent uncontrolled distribution of potentially sensitive information via e-mail, 
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LOGGING INTO NPS EXCHANGE MAIL VIA THE INTERNET 
Open your web browser (Netscape or Internet Explorer). 
 
Type in this URL in the address field:  https://itwarrior.nps.navy.mil/exchange 
 
The NPS Outlook Web Access (OWA) logon page opens up. 
 
You will be prompted for your User name.  Enter your email address (minus '@nps.navy.mil'). 
 
The “Enter Network Password” screen will appear. 
 
Type your User name (Network login) in the blank field. 
 
Press TAB, then type in your account password, and press “Enter”. 
 
You are now logged into the Exchange server remotely, via a 128-bit secure encryption Internet 
connection.  You can read your email, calendar, browse the public folders, your contacts file, etc.  
However, you will not be able to use your Personal Address Book or Personal Distribution Lists. 
 
It is very important to log off of the Exchange server when you are done.  Just click on the Log 
Off icon at the bottom of the left hand frame.  This closes the secure connection. 
 
 
NPS DIAL-UP REMOTE ACCESS SERVICES (RAS) 
These instructions allow the authorized Naval Postgraduate School user to establish a connection to 
the NPS Information Technology and Communications Services Remote Access Server through a 
standard modem line. 
 
NPS Local Area Telephone Connection: 
When connecting to the NPS Remote Access Server (RAS) from a Windows computer, a dial-up 
connection must be configured.  To do this, the following steps must be accomplished: 
 
To add a New Dial-Up Connection  
1.  From the Start button, Select Settings, Network and Dial-up Connections – Click Make New 
Connection.   
2.  Click next.  
3.  Select Dial-up to a Private network.  Click Next.   
4.  Type in the number you will be dialing.  Do not type in the hyphens.   
 Local Area number is 656-4695 
 Long distance number is 1-800-656-2944  
5.  Click Next. 
6.  Select Do Not Use Smart Card.  Click next.   
7.  Type in a name for the connection – NPS-RAS – and if you want a short cut icon on the 
desktop, click the box in the lower left hand corner.  Click Finish.   
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For Windows 2000: - Right click the Dian-in icon and open Properties.  Click the Networking tab.  
Check the box for Microsoft Networking.  Click OK to exit. 
 
For Windows XP Pro – Right click the dial-in icon and open Properties.  Click the Networking tab.  
Check the box for Microsoft Networking.  Highlight Internet Protocol TCP/IP and click Properties.  
Click the Advanced button.  Click the WINS tab and click the circle to enable NetBIOS over 
TCP/IP.  Click OK three times to exit. 
 
9.  Double click the short cut icon.  This will initiate your connection to the NPS-RAS server.  You 
will be prompted to enter your username and password to log into the NPGS domain of the 
school’s Windows network.  For security reasons, DO NOT select “Save password.”  Doing so 
will allow anyone access to your e-mail and Windows account at any time. 
 
To map to your Home directory:  
Right click on the My Computer Icon and select Map a network drive.  Select the drive letter H for 
Home directory.  In the path field enter \\server name\username$.  Check the Reconnect at logon 




Your home directory is available from any Windows PC Lab on campus.    
PC Labs are open during normal business hours, Monday through Friday, 0800-1630. 
   
After hours, Lab access is available via cipher lock.  Cipher lock combinations are different for each 
Lab.  Cipher lock combinations are issued by Lab Managers during normal business hours.    
  
See ACS Lab Managers & Other Lab Points of Contact for a list of public access Labs, and their 
associated Lab Managers.    
  
Lab access combinations must not be shared with any other person. 
   
Authorized users of NPS Labs must certify that they have read the  
NPS Appropriate Use Policy (NAVPGSCOLINST 5230.4C), and the  
NPS PC Lab User Agreement.     
  
The Appropriate Use Policy and the Lab User agreement are both included in this Guide, as well as 
being available via the Internet.  Refer any questions or problems you may have with IT services in 
the Labs you use, to the specific Lab Managers for those Labs. 
 
 
APPROPRIATE USE POLICY 
NAVPGSCOL INSTRUCTION 5230.4C 
Policy on Appropriate Use of Naval Postgraduate School Computing and Information Systems 
 
 
